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Introduction

This document outlines a comprehensive incident response plan designed to protect our
organization from data loss and infrastructure damage in the event of a fire. A fire emergency
can be catastrophic—not only to the physical safety of employees but also to the integrity of
our digital and operational assets. This plan focuses on preparation, detection, response,
recovery, and continuous improvement. Our goal is to ensure safety, safeguard critical data,
minimize downtime, and ensure business continuity.
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1. Objectives
«  Protect human life above all else.
+ Minimize damage to hardware, infrastructure, and physical documents.
- Prevent data loss through robust backup strategies.
« Ensure a fast and orderly recovery of IT operations.

- Maintain clear and timely communication with all stakeholders.

2. Risk Mitigation and Preparedness Physical
Safeguards

- Fire Detection Systems: Smoke and heat detectors must be installed in all critical areas,
including server rooms, data closets, and storage rooms. These should be tested
monthly.

- Fire Suppression Systems: In server rooms, an inert gas system such as FM-200 or CO2
will be used instead of water-based sprinklers to prevent damage to equipment. These
systems are checked bi-annually.
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« Electrical Safety: All equipment must be connected to surge protectors and regularly
inspected. Overloaded circuits or frayed wiring must be reported immediately.



Environmental Monitoring: Temperature and humidity sensors should alert IT staff of

overheating, potentially reducing fire risks. Data Protection

Automated Backups: All mission-critical systems are backed up daily. Less critical data is
backed up weekly. All backups are encrypted.

Off-site and Cloud Backups: Regular backups are stored in secure off-site facilities and in
the cloud to allow recovery even if the primary site is compromised.

Backup Verification: Monthly tests are conducted to verify the recoverability of backups.

Employee Preparedness

Training: Staff are trained annually on fire safety, evacuation routes, and their roles
during an incident.

Drills: Fire drills are conducted twice a year, including one unannounced drill.

Documentation: Emergency contact lists, system diagrams, and data inventories are
maintained in digital and printed formats.

3. Detection and Immediate Response

When a fire is detected (either through automatic systems or visual confirmation), the following
steps are taken:

Evacuation

The fire alarm will be triggered automatically or manually.

All staff must immediately cease operations and proceed to the nearest exit, avoiding
elevators.

Designated fire wardens will check assigned areas to ensure full evacuation.

Alerting Authorities

Security personnel will contact emergency services and report the fire.
IT and Facilities Management will be informed immediately. System Shutdown (If Safe)

If the fire is localized and safe to approach, IT may shut down servers and network
switches to prevent data corruption or electrical hazards.

The main power supply will be turned off by authorized personnel.



4, Containment and Damage Assessment
Fire Containment

«  Fire suppression systems will activate automatically or be engaged manually if conditions
allow.

« Fire doors and partitions help prevent the spread of flames and smoke. Initial
Assessment

» Once the fire is under control and authorities have cleared the area, the IT and Facilities
teams begin a preliminary assessment.

« This includes physical inspection of servers, network devices, and wiring, and verification
of backup system integrity.

5. Recovery and Restoration Data and
System Recovery
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« Initiate recovery protocols using off-site or cloud backups.



« Restore systems in the following order:
1. Email and communication systems
2. Core databases and file servers
3. Business applications and user workstations
«  Systems must be verified for integrity before going back online.
Facility Restoration
« Damaged infrastructure is repaired or replaced based on severity.

+ Clean-up of soot and smoke residue is done using professional data center restoration
services.

Communication
+ Regular updates are provided to employees, stakeholders, and clients.

+ Aninternal status board will be maintained via the cloud for real-time progress.

6. Post-Incident Review
Within 7 days of the incident:

« A full debriefing will be held with all key personnel.

- The response timeline, effectiveness, and any bottlenecks will be discussed.

- Afinal report will be generated and stored in both digital and printed archives.
Lessons Learned

+  What went well?

+  Where did the plan fall short?

+  What changes are required in hardware, procedures, or training?

The plan will be updated based on the results of this review.

7. Roles and Responsibilities
Role Responsibilities



Fire Warden Ensure safe evacuation, sweep assigned zones

IT Manager Oversee system shutdown, backup recovery, damage assessment
Facilities

Manager Manage physical building response and fire system controls

Security Officer Interface with emergency responders, control access to the building

Handle all internal and external status updates, including social media
Communications if needed

8. Appendices
- Building Floor Plans with Exit Routes
+ Emergency Contact List
«  Backup Schedule and Recovery Procedure Guide
+ Inventory of Critical Assets

» Fire Drill Log and Training Records

Review Schedule: This document is to be reviewed and updated every 12 months or after a fire-
related incident.

End of Report



